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Content



The collection, use and making public of data about a person is done
with his consent, except for the cases provided by law.

 
Constitution of Albania, Article 35, Paragraph 2 



Abbreviations 

DCoM            Decision of Council of Ministers
EU                  European Union
GDCS            General Directorate of Civil Status
GDPR            General Data Protection Regulation
GDRTS          General Directorate of Road Transportation Service
IT                   Information Technology
NAIS              National Agency for Information Society
NID                Personal Number
NUIS              Tax Identification Number
SP                   Socialist Party
VAT               Valute Added Tax
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In the last years personal data of Albanian citizens have been subject to numerous violations.
As this working paper is being drawn up, personal data of thousands Albanian citizens are in
the pockets of other thousands of citizens. In the last two years, records of 910,601 Tirana
voters, records of salaries of 637,000 Albanian and foreign citizens, and 590,000 records on
vehicle owners, circulate freely in digital format. Each record contains data on the national
identification number, name surname, phone number, etc., of Albanian citizens. Such
breaches constitute direct violation of citizens’ constitutional rights. 

Regardless of the regulatory and legal framework in place, that protects personal data, these
breaches of personal data seem to have received minimal institutional response, and the
safety and security of Albanian citizens remains at risk. The risks become even bigger
considering the low level of awareness among citizens on the importance of privacy and
personal data protection, which in turn is aided by the level of discourse on these issues. 

This working paper analyses personal data breaches starting from 2008, when the Civil 
Registry was distributed to anyone interested to have access to it, it then continues with the
depiction of the most massive breach of personal data in the country the 2021 publication of
Tirana Voters’ Database, which was leaked a couple of weeks prior to general elections. In
late 2021, massive breaches continued with the salaries of public and private sector
employees, and license plates of Albanian citizens and companies. 

For all these breaches, the Office of the Right to Access to Information and Data Protection
Commissioner has undertaken administrative investigations. A common thread of the
findings relates to failure of institutions to implement legal provisions on personal data
protection, lack of comprehensive legal and technical training of staff that accesses,
processes and safeguards personal data, and lack of taking responsibility for their
institutional role as controllers. 

For all cases under analysis the authors attempt to categorize the effects of the breaches in
three main categories: (i) effects on the individual’s level – how the individual’s safety,
social and economic, one is impacted, privacy, and physical security; (ii) effects on state-
building – how lawfulness is impacted, national security, and institution’s building; (iii)
effects on and social cohesion – how the communities are impacted and social tensions are
fueled or not. 
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Introduction and summary 



This working paper represents a living document, that aims to stimulate discussion and
contribute to formalization of knowledge on personal data breaches in the country, while
raising awareness of different stakeholders towards such breaches. The recommendations
part of the document feed into this line of thinking and aim to bring together
stakeholders to increase awareness on personal data protection, think of mitigating risks
stemming from the breaches, as well as contribute to enlarge the body of research on
such topic. 

8

 
International legal framework on
data protection

Data protection and the right to privacy are fundamental rights. The European Convention 
on Human Rights protects the right to respect private life, the home, and correspondence.
This includes “protecting the privacy of messages, phone calls, and emails. Governments
can only interfere with these rights when it is specifically allowed by law and done for a
good reason – like national security or public safety. Privacy rights protect the public from
unlawful and unnecessary government surveillance” (Council of Europe, ECHR). The
legal framework on human rights in Albania generally complies with international
standards, as Albania has ratified most international conventions related to protecting
fundamental rights. The European Convention on Human Rights offers a special status in
the Albanian legal system. No restrictions on human rights can exceed the limitations
provided by the European Convention on Human Rights. In 2022, Albania ratified the
Protocol amending the Convention for the Protection of Individuals concerning Automatic
Processing of Personal Data (CETS 223), known as Convention 108+ on data protection
(Council of Europe, July 2022). 

In addition, the European Union (EU) Charter of Fundamental Rights stipulates that
everyone has the right to the protection of personal data concerning them (Article 8 -
Protection of personal data). More so, such data must be processed fairly for specified
purposes and based on the consent of the person concerned or some other legitimate basis
laid down by law. Everyone has the right access to data collected concerning them and the
right to rectify it (EU Charter of Fundamental Rights). The General Data Protection
Regulation (GDPR), drafted and passed by the EU, imposes obligations onto organizations
anywhere so long as they target or collect data related to people in the EU. The regulation
was enacted on May 25, 2018 (GDPR). 

https://www.coe.int/en/web/impact-convention-human-rights/right-to-privacy
https://www.coe.int/en/web/human-rights-rule-of-law/-/albania-ratified-the-council-of-europe-convention-on-access-to-official-documents-and-convention-108-on-data-protection
https://fra.europa.eu/en/eu-charter/article/8-protection-personal-data#:~:text=EU%20Charter%20of%20Fundamental%20Rights,-Previous%20title&text=1.,basis%20laid%20down%20by%20law.
https://gdpr.eu/tag/gdpr/


It is considered as of the strictest and most wide-ranging data protection measures in the
world. Penalties for non-compliance with the data protection rules contained within the
GDPR can be harsh, including GDPR fines reaching millions of Euros. In place of the
European Union accession process, Albania has already initiated the alignment of the
national legal framework with the General Data Protection Regulation 2016/679 (GDPR)
and the Law Enforcement Directive 2016/680.  

In place of the European Union accession process, Albania has already initiated the
alignment of the national legal framework with the General Data Protection Regulation
2016/679 (GDPR) and the Law Enforcement Directive 2016/680 (Modernisation of data
protection legal framework).
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National legal framework on data
protection

The Constitution 
The Albanian Constitution is clear on the protection of citizens' personal data and privacy.
Article 35 guarantees the right to privacy, stating that no one may be compelled to make
public data about their person except when the law requires it, such as in the framework of a
criminal investigation. This means that citizens have the right to keep their personal data
private, and no one can force them to disclose it unless it is legally necessary.

The collection, use, and publicizing of data about a person must be done with their consent,
except for the cases provided by law. This ensures that citizens have control over their
personal data and are aware of how it is being used. It also means that organizations and
institutions must obtain the consent of individuals before collecting, using, or publishing their
data.

Furthermore, everyone has the right to request the correction or deletion of incorrect or
incomplete data or data collected in violation of the law. This means that individuals have the
right to access and control their personal data and can request that any incorrect or incomplete
data be corrected or deleted. It ensures that individuals have the power to hold organizations
and institutions accountable for the collection and use of their personal data.

The Constitution also guarantees the freedom and secrecy of correspondence or any other
means of communication. Intruding into someone's privacy, spreading personal secrets, and 

https://www.idp.al/2021/02/18/modernisation-of-data-protection-legal-framework-european-standards-for-albanian-citizens/?lang=en


obstructing or violating the privacy of correspondence is punishable by criminal law.
This means that any violation of an individual's privacy, whether it is through hacking or
any other means, is a serious offense that is punishable by law.

Overall, the Albanian Constitution places great importance on protecting citizens'
personal 
data and privacy. It ensures that citizens have control over their personal data, and any
violation of their privacy is considered a serious offense that is punishable by law.
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The Law on Personal Data Protection
 The Law on Personal Data Protection [no. 9887/2008 on the Personal Data Protection
(amended upon Law no.48/2012 and Law no.120/2014)] is designed to safeguard the rights
of individuals in relation to their personal data. The law lays out the criteria for lawful
processing of data, restrictions on data processing, and available remedies in cases of
violations. It also regulates the automatic processing of data and data processing through
electronic instruments.

 Under the law, personal data refers to any information relating to an identified or
identifiable natural person, directly or indirectly. The controller of personal data is the
individual or entity that determines the purposes and means of processing of personal data,
in compliance with applicable laws and regulations, and is responsible for fulfilling
obligations defined by the law. On the other hand, the processor of personal data refers to
the individual or entity that processes personal data on behalf of the controller.

 It is important to note that the Law on Personal Data Protection is currently being
reviewed and amended to harmonize with the European Union's General Data Protection
Regulation (GDPR). The review process is expected to be completed by the end of 2023.

 The European Commission has recommended that Albania take measures to prevent
massive breaches of personal data and accelerate efforts to align its legislation with the EU
acquis on personal data protection. While the current legislation reflects some of the main
requirements of the GDPR, more work is needed to fully align with the GDPR and the
related "law enforcement" directive.

 Overall, the Law on Personal Data Protection in Albania is an important piece of
legislation designed to protect the privacy and data rights of individuals. Ongoing efforts to
align with the GDPR and other EU regulations will help ensure that these rights are
safeguarded in the future.

https://www.idp.al/wp-content/uploads/2016/11/law_data_protection_new-2.pdf


The Right to Information and Data Protection Commissioner

 The Right to Information and Data Protection Commissioner (the "Commissioner") is an
independent authority in Albania responsible for supervising and ensuring the protection
of personal data and the right to information in compliance with the legal framework and
fundamental human rights and freedoms.

The Commissioner has the power to issue recommendations, administrative sanctions,
and initiate administrative investigations against private or public actors who violate the
law.

 The Commissioner is a public legal person who is elected by the Parliament for a term of
5 years upon the proposal of the Council of Ministers, and is eligible for re-election. The
Parliament also designates the organizational structure of the Commissioner’s Office.

 While exercising their duties, the Commissioner is obliged to use the information obtained
only for supervisory purposes and in compliance with the legislation on the protection of
personal data. The Commissioner is also obligated to maintain confidentiality even after
the termination of their functions.

 The European Commission has recommended that additional human and financial
resources be allocated to the Office of the Information and Data Protection Commissioner
to effectively perform their tasks and exercise their powers to fulfil their expanded role.
(Report 2022, Albania, p.30).
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Personal data violations in
Albania

 Albanian citizens have been facing massive personal data breaches especially in the past
two years. Personal data like the personal number, dates and places of birth, father’s
name, phone numbers and dwelling numbers are available digitally. In this section, are
explored the massive breaches, and the authors attempt to categorize the effects of the
breaches in three main categories: (i) effects on the individual’s level – how the
individual’s safety, social and economic, one is impacted, privacy, and physical security;
(ii) effects on state-building – how lawfulness is impacted, national security, and
institution’s building; (iii) effects on and social cohesion – how the communities are
impacted and social tensions are fueled or not. 

It is of high importance to emphasize that the following cases of personal data breaches
constitute direct violation of citizens’ constitutional rights. 

2008 - Civil Registry
Access File
Means of distribution: CD/USB stick
No. of records: N/A
No. of record’ fields: 10

 In 2008, the database of the Albanian civil registry became available to citizens. The
database was burned into CDs or USB sticks and was massively distributed. Records
fields included information on: Name; Surname; Father’s name; Mother’s name; Date of
birth; Place of birth; Sex; Civil status – when married is clickable the option to whom;
Nationality; Dwelling number.

There are still sites on the internet that allow users to download the civil registry. Also,
there are tutorial videos on YouTube that instruct users how to install the civil registry. 
 Back in 2008, digitalization and digital literacy were not developed. Furthermore, the
level of awareness on the impact of the breach were very low. The main impact of the
breach can be related to the weaking of state-building efforts. 
 
Effects of personal data breach: (i) individual level; (ii) weakening state building
attempts.          



2021 - Tirana’s Voters Database
Access File
Means of distribution: Electronically, predominantly through WeTransfer, or other large
file sharing platforms  
No. of records: 910,061
No. of record’ fields: 20

 In April 2021, an article on Lapsi.al, a news web-portal, shed light on a massive personal
data breach: the publication of personal data of 910,061 voters of Tirana. The data, in an
Access file, were distributed electronically, predominantly through a WeTransfer link, via
WhatsApp. The file holds 910,061 records. The information in the leaked database has
personal data of citizens, as well as data on their political affiliations or behaviors. The
information in this database presents first the personal number (NID), which is a unique,
unrepeatable number, that is assigned to every Albanian citizen, foreign citizen, as well as
every stateless person, with temporary/permanent residence, with certain economic ties by
the civil status service (Law on Civil Registry, 2009). 
 NID, present in both ID cards and biometric passports, is a number that serves: 
1.    for the National Civil Status Registry
2.    for the identity document
3.   as social security number to identify, register and requests benefits from social
security, health insurance, and other social protection programs
4.    for the National Elections Registry
5.    for the tax system
6.    for driving license
7.  and for the needs of other state bodies and institutions, like justice bodies, order,
prosecution, defense, education and the Property Registration Office. 

From what can be seen above, the personal number is important, and its mass divulgation,
constitutes not only a breach of personal data, since it identifies a person, it also brings
about different perils that concern identity theft and security of the individuals’ part of the
list. One of the main effects of the breach is on the individual level. 

 Returning to the published Tirana voters’ list, apart from the personal number, other
personal data like name and surname, father’s name, date and place of birth, phone
number, and dwelling number were made public. Furthermore, the list contained data on
the individual’s polling station, emigrant status (Yes/No), political preferences, and
voting behaviours.  
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https://lapsi.al/2021/04/11/ekskluzive-si-na-monitoron-rilindja-nr-e-telefonit-nr-id-vendet-e-punes-te-dhenat-konfidenciale-per-910-mije-votues-te-tiranes/


Another field, that received a lot of public attention, concerned the patron/patronagiest, a
person assigned by the party to identify and follow up on the voting behaviour of an
assigned group of citizens, usually living in the same neighbourhood as the patronagiest.
The information for the patronageists belonged to the Socialist Party of Albania (SP), and
it was argued that the list belonged to and was used by the SP. Public rhetoric was
focused on the patronageists, how the SP tracks citizens, for who do public figures vote,
and so on. Also, different websites popped up, where you could input your information,
ID or name and surname, and find out who your patronageist was. These were later closed
from the Electronic Communication and Postal Authority. This breach highly impacts
state-building in the country. The personal data sourced from different institutions are in
breach of the law on personal data protection, and also the Constitution. Furthermore, it
can be argued that the use of personal data to coarse, the vigilance on citizens using their
personal information, impact seriously democracy and democratic efforts.

 The published data prompted an administrative investigation from the Commissioner,
which included, among others, three entities relevant to the scope of this working paper:
the General Directorate of Civil Status, National Agency for Information Society, and the
Socialist Party of Albania. Below for each entity are presented the main findings and
recommendations of the Commissioner.  

1-     General Directorate of Civil Status[1]
Main findings: the Commissioner notes that 30% of the leaked database is composed of
data that originally the controller (GDCS) transmits to election subjects, as per article 60
of the Election Code. 

GDCS reports that access to the data processed by GDCS have: ALEAT, the company
that produces ID cards and biometric passports; the General Directorate of State Police;
the NAIS. Furthermore, the Commissioner notes that there are 47 public and private
institutions that have access to the National Registry of Civil Status. GDCS reports that
aspects of data security and relations with other processors (including maintenance) are
covered by NAIS.

 Other findings of the report include lack of concrete measures for training staff, that
access and process personal data, on the legislation in force on data protection. Also, the 
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[1] Recommendation no. 43, dated 19.8.2021, the Right to Information and Personal Data Protection
Commissioner. 
https://www.idp.al/wp-content/uploads/2021/08/rekomandimi_nr_42_dpgjc_2020_dmdp.pdf 

https://www.idp.al/wp-content/uploads/2021/09/Relacion_hetimi_administrative_per_perhapjen_e_paligjshme_te_te_dhenave_personale_te_shtetasve.pdf
https://www.idp.al/wp-content/uploads/2021/08/rekomandimi_nr_42_dpgjc_2020_dmdp.pdf


control team from the Commissioner’s office noticed lack of fulfillment of obligations in
relation to set-up, administration and maintenance of a information safety management
system. 

The Commissioner sets out a series of recommendation that regard staff training, and
mainly respect and enforcement of the Law on data protection and directives issued by the
Commissioner. 

2-     National Agency for Information Society[2]
Main findings: NAIS, in the capacity of co-controller of personal data (as a determinant
of the processing method) is obliged to answer for the fulfilment of obligations that stem
from the personal data protection legislation. 

There are no steps taken in training staff, that have access to, and process, personal data
on the legislation in force that concerns personal data protection. 

The Commissioner considers that, the provisions of the Decision of the Council of
Ministers, no. 673, On the Reorganization of NAIS (changed with Decision no. 448, dated
26.7.2018), accord to NAIS the main responsibility in ensuring safety and confidentiality
of personal data that are processed in the information and communication technology
infrastructures of public administration institutions. According to the Law on Personal
Data Protection (articles 27 and 28), this obligation pertains to the controller (in this case,
to NAIS as well, as a co-controller). Based on Directive no. 47[3] of the Commissioner,
all large controllers have the obligation to create, administer and maintain their respective
information security management systems for personal data protection. Responsible for
this, under DCoM no. 673, is NAIS. But the Commissioner notes that in almost all
institutions, object to an investigation from the Office of the Commissioner, has resulted
the lack of such system, as well as the application of other obligations that stem from the
legislation on personal data protection related to data security. 

 The Commissioner recommends that NAIS should address issues related to improvement
of legal and technical knowledge of its staff to respond to the requirements of the
legislation on personal data protection; stop access to National Civil Status Registry for
controllers that do not fulfill requirements. Also, the Commissioner recommends to NAIS
to include in agreements with processors the obligations of the processor stemming from
the legislation in place. In regard to the Information Security Management System, the 
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[2] https://www.idp.al/wp-content/uploads/2021/08/rekomandimi_nr_43_akshi_2021_dmdp-1.pdf
[3] Directive no. 47, dated 14.09.2018, “On defining rules for preserving safety of personal data
processed by large processing subjects”.



Commissioner recommends that NAIS assists public administration institutions in regard
to the creation, maintenance and administration of the system, as well as, to address the
recommendations of the Commissioner in regard to its own Information Security
Management System.

3-The Socialist Party of Albania[4]
Main findings: The Socialist Party of Albania (SP) administers two databases, one relates
to party membership, the other to the list of voters. For the purpose of the administrative
investigation, the SP made available to the Commissioner its membership application
form. From the comparison of data gathered through the membership application form,
and those part of the leaked database, the Commissioner found that data matched in eight
categories name, father’s name, surname, personal number, date of birth, place of birth,
phone number, and polling station), and a similarity in one category related to
employment, which in the leaked database is accurate, while in the SP’s database,
according to the membership application form is of general nature. The Commissioner
states that from the investigation was not possible to find traces and/or indicative
elements that could lead to the reasonable suspicion that this database was leaked illegally
and was made public by being associated with other data in the database.

Another finding relates to the creation of ad hoc databases, which consists general data on
membership, and other categories of data according to voters’ list (dwelling code, census,
patronageist), used during electoral campaigns. 

This ad hoc database matches the leaked database on 11 categories. Adding here the
similar category employment-company, the total number of matches reaches 12 data
categories (or fields), which constitute a 67% match. 

The Commissioner, further states that facts and circumstances of the administrative
investigation do not create the conditions to evidence and prove, in concrete investigative
terms and steps, the creation and use of the leaked database by any subject under
administrative investigation. But the similarity of the leaked database, in content and
territory, with the data obtainable from the combination of the SP membership list at the
country level, with the data of the voter list of a certain territory, does not exclude the
possibility that the leaked database has been created and used by local levels of
political-electoral organization and/or organizations or structures of specific
candidates (or entities contracted/subcontracted by them to provide services in the 
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[4] https://www.idp.al/wp-content/uploads/2021/08/rekomandimi_nr_44_pssh_2021_dmdp.pdf 

https://www.idp.al/wp-content/uploads/2021/08/rekomandimi_nr_44_pssh_2021_dmdp.pdf
https://www.idp.al/wp-content/uploads/2021/08/rekomandimi_nr_44_pssh_2021_dmdp.pdf
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t(or entities contracted/subcontracted by them to provide services in the framework of the
election campaign and not only), in contradiction with the internal rules of the Controller.
The lack of existence of a database similar to the leaked database in any other
territory of SP in the country, excludes this controller from the suspicion of
authorship in the creation and administration of the database. But on the other hand,
since the leaked data base also contains the data of the members of this political
entity, the original processing of which was carried out with their will, the transfer and
administration of this data in the data base implies an unauthorized use of them by
persons who may have had access to them, exceeding the purpose of the processing.

Recommendations concerned training of staff that accesses personal data on improving
legal and technical knowledge to address requirements of the law on personal data
protection; identify and track access on the data it processes, and to ensure that the
processed data are destroyed at the end of the purpose of their processing.
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The leaked data through the Tirana’s Voters List can be considered one of the most
significant personal data breaches in Albania. As can be seen throughout the analysis
above, public institutions have failed to comply with legislation in force. Furthermore,
from an institutional point of view, lack of training and apprehension of the legal
framework in place, shows issues regarding institutional development in the country. The
large availability of citizen’s personal proves a high risk, not only to citizens themselves,
but also to democracy, making citizens weaker and less protected, and can be more a
subject to manipulations and attempts of coercion.  

Effects of personal data breach: (i) individual level; (ii) weakening state building
attempts.          

2021 - Public and Private Sector Employees’ Salaries 
2 Excel files, January & April salaries
Means of distribution: Predominantly sent through WhatsApp
No. of records: 637,138 – January salaries | 694,473 – April salaries
No. of record’ fields: 10 - January salaries | 11 – April salaries

Year 2021 in Albania came to an end with another massive personal data breach, the
publication of salaries of public and private sector employees. Two excel files started
circulating at the end of December 2021, showing the salaries of, respectively, 637,138
and 694,473 individuals. The databases contained fields on the personal number, name,
surname, full name, NUIS – Tax ID number, company, Regional Tax Directorate, gross
salary, profession, and category (meaning categories of employees for the effect of
declaration for social and health insurance contributions). The April file had an additional
field called Type, indicating large/small business/subject to VAT or not. Also, the April
file has two sheets: Sheet1 has salaries information, and Sheet2, has 910,061 records, and
seven record’ fields: NID – personal number; Name; Surname; Father’s name; Full name;
Date of birth; phone number. Six of the record’ fields, match with six record fields of the
Tirana Voters’ List. It can be speculated that the information in Sheet2 is extrapolated
from Tirana Voters’ List.

Tirana’s Prosecutor’s Office started an investigation, questioning IT experts of both the
Directorate of Taxes and the Institute of Social Security. In January 2022, four people
were arrested under the accusations of abuse of power (two employees of NAIS), and
corruption (two private sector employees). 



In May 2022 a press release from Tirana’s Prosecutor’s Office announced the closure of
investigation on the publication of salaries of public and private sector employees and
sent the case for trial. The two NAIS employees are accused of abuse of power, carried
out in collaboration; and of the two private sector employees, one was accused of active
corruption of individuals in public functions, and passive corruption in the private sector,
and the other of active corruption in the private sector. 

 The Commissioner also started an administrative investigation on the General Directorate
of Taxes, when case and came out with a Decision in November 2022. Main findings
concern lack of approving specific regulations on personal data protection, resulting in
lack of technical and organization measures as required by the law on data protection.
Also, it was found that the controller, the General Directorate of Taxes, has not
undertaken concrete measures in training staff, who access and process private data, on
the legislation in force on personal data protection. Furthermore, the Controller, has failed
to address obligations stemming from the Commissioner Decision no. 41, dated
23.08.2021, which further aggravates its position as controller vis-à-vis the
implementation of obligations sanctioned in the law. 

Furthermore, the Commissioner evaluates that the Controller cannot justify anomalies and
eventual breaches of data security with the fact that NAIS is responsible. 

Through this Decision the Commissioner set a fine of ALL 3,020,000; the controller
should undertake measures for processing personal data according to the provisions of the
Law on personal data protection, draft and enforce the Regulation for the protection,
processing, saving and security of personal data, including concrete technical and
organisational measures for the protection of personal data, how personal data are
processed, etc. The Decision further reads that the Controller should comply with
obligations to create, maintain and administer the Information Security Management
System for the protection of personal data. 

The publication en masse of salaries of public and private sector employees’ further sheds
light on the lack of technical and organizational measures at the institutional level, despite
provision of law and regulations. Furthermore, it raises safety concerns for individuals by
making their salaries public knowledge. Furthermore, negative social cohesion effects
might derive from the publication of such data, instigating social conflicts. 

Effects of personal data breach: (i) individual level; (ii) weakening state building
attempts; (iii) social cohesion effects. 
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https://www.pp.gov.al/Tirane/Media/Prokuroria_prane_Gjykates_se_Shkalles_se_Pare_Tirane_perfundon_hetimet_per_procedimin_penal_nr_9428_te_vitit_2021_me_objekt_hetimi_publikimin_ne_rrjetet_sociale_ne_date_22_12_2021_nepermjet_aplikacionit_WhatsApp_te_listes_se_pagave_Janar_2021.html
https://www.idp.al/wp-content/uploads/2022/11/Vendim-TATIME.pdf


20

2021 - License Plates
Excel file
Means of distribution: Predominantly sent through WhatsApp 
No of records: 591,964 | 530,452 records on individuals | 61,513 records on companies
No. of record’ fields: 7 

 In late 2021 another excel file started circulating through WhatsApp. The file has two
sheets, one with 530,452 records on license plates that are owned by individuals, and the
other one with 61,513 records of license plates that are owned by companies. Record’s
fields included: license plate number; car brand; car model; color; owner’s National
Identification Number; owner’s name; owner’s surname; tax identification number; owner
company name.

 The institution responsible for services in the automotive field, including issuing license
plates, is the General Directorate of Road Transport Service (hereinafter GDRTS).
Following the publication of the license plates, the GDRTS issued a statement, on
Facebook, which stated: … as soon as the GDRTS learned about the news of data
breaches of vehicles’ license plates, immediately started the investigation and requested
support from the company that maintains the system, contracted by the National Agency
for Information Society. A full analysis will be conducted to feed an official stance based
on facts, we inform that this database is accessed by several institutions, with different
access levels, and it serves also public and private economic operators.

The leaked information prompted an investigation from the Commissioner on the Right to
Information and Personal Data Protection. The investigation led to a decision[5] on the
controller (the GDRTS), which acknowledged that the massive spreading of personal data
constitutes a serious violation of private life and citizens’ right of protection of their
personal data. During the administrative investigation conducted by the Commissioner
was noted that policies on logs of the DPSHTRR[6] system and supporting ICT
infrastructure are not applied according to a regulated procedure, with risk of
unauthorized access to data, threat of security in the field of information technology and
lack of transparency. 

 The Commissioner through this decision set a fine of the GDRTS at ALL 1,024,000, as
well as imposes the institution to comply with the legal framework in force to ensure
personal data protection. The leakage of license plates directly impacts individuals on the
list, making them traceable, especially since other personal information is out.
 
[5] In Decision no. 51, dated 24.11.2022
[6] Electronic system of the General Directorate of Road Transport Services

https://www.facebook.com/dpshtrr.gov.al/posts/1767072123502004
https://www.facebook.com/dpshtrr.gov.al/posts/1767072123502004
https://www.idp.al/wp-content/uploads/2022/01/Vendim-DPSHTRR.pdf
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2022 – Public and Private Institutions’ Cyberattacks 

 In July 2022, the National Agency for Information Society (NAIS) in Albania suffered a
severe cyberattack, resulting in the shutdown of government E-Systems. The attack had a
significant impact on citizens as they were unable to access public services online, and it
also caused border-crossing issues. Furthermore, the attack resulted in the spread of even
more personal data belonging to Albanian citizens, government officials, and institutions.
The attack's effects are considered to be a personal data breach, with sensitive information
such as government official emails, embassies' emails, and citizens' phone numbers being
made public. The incident has prompted an ongoing investigation that began in December
2022.

In a related incident, a second-level bank in Albania fell victim to a cyberattack in late
December 2022. This attack has further exacerbated concerns among citizens regarding the
security of their banking information and personal data. These cyberattacks are a clear
indication that Albania needs to prioritize its cybersecurity and data protection
measures. Such attacks pose a significant threat to the country's digital infrastructure
and undermine public trust in the government's ability to secure personal data. To
prevent future attacks, the Albanian government must adopt stricter cybersecurity
measures, invest in appropriate technologies, and enforce data protection laws and
regulations.
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Personal data breaches in Albania have made it easy for someone to build a profile of a
citizen whose personal information has been leaked. Leaked databases connect personal data,
allowing the creation of a profile using the personal number, which is a field present in all
leaked databases except the Civil registry. As long as someone has a name, surname, or
father's name, and a license plate, information becomes easily traceable across all three major
databases. Table 2 shows the type of personal data that are in common in the databases made
public.

The analysis of personal data breaches in Albania reveals common themes. Controllers, who
are legally obligated to protect the personal data of Albanian citizens, lack an understanding
of the legal framework on personal data protection. Additionally, the same entities lack
technical skills to adequately protect personal data. Findings from the Commissioner indicate
that institutions have pointed fingers at each other, without taking responsibility or ownership
for the situation.

Personal data breaches have a significant impact on individuals as well as on state building in
Albania. The failure to enforce legislation and implement provisions of laws and regulations
shows a lack of progress, especially as Albania seeks to embrace digitalization and
strengthen its social and economic welfare, as well as service provision. It is important for
institutions to take responsibility for their failures and work towards implementing effective
measures to prevent personal data breaches.

A summary on personal data
breaches 
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Table 2 How leaked databases connect the individual’s information – Profiling the Albanian Citizen  

Year 2008 2021 

Name of Personal Data 

Breach Civil Registry  Tirana Voters List Public and Private Sector Employees Salaries  License Plate Numbers 

No. of Records n/a 910061 
637,138 – January salaries | 694,473 – April 

salaries 
530,452 records on individuals   

61,513 records on companies 

Record' Fields 

Name  NID – Personal Number  NID – Personal number License plate number 

Surname Name  Name Car brand 

Father’s name Surname Surname Car model  

Mother’s name Father’s name Full name Color  

Date of birth Date of birth NUIS – Tax ID number  NID - Owner’s personal number  

Place of birth Polling station  Subject  Owner’s name  

Sex  Voting list number Regional Tax Directorate  Owner’s surname  

Civil status – when married is 

clickable the option to whom Phone number Gross Salary Tax identification number 

Nationality Emigrant status Profession Owner company name. 

Dwelling number  Country of emigration 

Category – Categories of employees for the effect 

of declaration for social and health insurance 

contributions   

 Certain (in terms of voting or not for the party) 

Type of business – large/small business/subject to 

VAT or not.   

 Comment   

 Patron/Patronageist    

 Preferences   

 

Preferences Census 2013 (in relation to 

political preferences)   

 Certainty Census 2013 (in relation to voting)   

 Place of birth   

 Company – meaning the employer   

 Dwelling code  
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Public rhetoric is a crucial aspect to consider in the aftermath of personal data breaches.
The type and level of discourse that follows such breaches can play a vital role in
increasing public awareness of the importance of data protection and encouraging
institutions to investigate and punish responsible actors, while also enacting rules and
regulations to prevent future breaches and empower citizens to protect themselves
following these breaches. For the purpose of this working paper, and limited by the
information at hand, will be discussed the breaches of 2021, respectively Tirana voters’
list and salaries. 

Regarding the Tirana voters' list breach, while experts did acknowledge the severity of the
act, media coverage focused primarily on "patronazhistet." Websites even emerged where
individuals could find out which "patronazhist" they were assigned to by inputting their
name and surname. The media also predominantly discussed the scandal from a political
perspective, with little focus on privacy and safety concerns for citizens whose personal
data was exposed.

In the case of the public and private sector employees' salaries breach, the discussion was
similarly centred on individuals' salaries, with people searching for and discovering other
people's income. The media also gave significant coverage to those who were earning the
most.

Unfortunately, both breaches were exploited by the government and opposition parties for
political gain, with little regard for the privacy and safety of citizens, and the actual harm
caused by the breaches. The government attempted to normalize the breach by claiming
no responsibility, while the opposition used it to attack the government. The public found
itself between completely two different versions of the story, perplexed about the real
facts and the gravity of the situation. Little focus was placed on prevention or protective
measures to be taken by individuals, but also institutions. As a result, awareness and
education on data protection remain limited.

Some reflections on public rhetoric 
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Albanian citizens face significant risks from massive the personal data breaches they have
been subject to, ranging from identity theft to social, economic, and physical security
concerns. The lack of institutional ownership and no measures in place to mitigate
potential damages stemming from personal data breaches, further exacerbates the negative
effects on the average citizen.

The aim of this working paper is to stimulate discussion and formalize knowledge on
personal data breaches in Albania, as well as to increase awareness among different
stakeholders about these breaches. In order to effectively address this issue, several
recommendations should be considered.

Firstly, attention needs to be given to the low level of awareness among citizens regarding
the importance of personal data protection. Civil society organizations, academia, and
media can play a crucial role in increasing awareness among the communities they serve.
The Office of the Commissioner should work with these actors to disseminate personal
data education, particularly in both urban and rural areas.

Secondly, efforts should be made to expand the body of research on personal data
violations in the country. Interdisciplinary research teams, including legal, social science,
and tech experts, need to work together to address the issue comprehensively.

Thirdly, actors, including state actors, should consider how to mitigate potential risks
stemming from the massive personal data breaches in the country. This could involve
implementing education on cybersecurity and data protection for the general population,
as well as enacting stronger legal and regulatory frameworks to protect personal data.

In conclusion, the above recommendations are necessary steps towards improving
personal data protection in Albania. It is important for all stakeholders to work together
towards this goal, in order to ensure that Albanian citizens' personal data are protected
and their safety and security is not compromised.

What now?
 




